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1.1 ek X KANTEIHTTP Application Programming | nterface (HTTP API)

i
methods A 8ifictions O - 0 IE-Q U AbdaEad& Ms@gé&o& @-a & Zedrad/ o)

ANTAPIX U AR 0 OUisUth@ra @O &l A WndsEORAJA)EA 5

Base URL
¥ a6 AUnf UZRéMsi a- BaEDRCE AdeBosT, BUDokBET method
Base URL: https://api.ants.co.th

Content-Type & Accept header

-

ANTS SMS API & EU c‘)cEﬁMAT@eaAEmna)n’cE&;mTﬁ GHeUi@.Q\O C U o C:

[
Content-Type A u O Erﬁ)

ContentType:application/json | &@litation/xml
Acceptheader:application/json | &@litation/xml

Authorization

q 0 Ebﬁlclauﬁoazaﬂow usénéme A FR{w

~

A
O eAltharizatiéh IEadere a- o E aoO- 6

~

C

o j>>

Baskba encoding RFC2045-MIME.
EUO

Username: Aladdin Aladdin :opensesame

Password: opensesame
Base64 encoded string: QWxhZGRpbjpvcGVuc2VzY
Authorization header: Basic QWxhZGRpbjpvcGVuc2VzYW1lI
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https://api.ants.co.th/
https://www.ietf.org/rfc/rfc2045.txt
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Username A @fsword O- T E x U Aséird BeAatnd pAdIaMoOBAUBUCA ;e- 6 ¢ 4 6

~

1
|| )'A- Griagh O @ A 0 &4 AskbsedoOa 6 N6 U
1

A A -

i a0ay aAUaxb atéhéidaCormbt skridad @ eam@.b@f.uyLmAlbuJ A +
A0EYU- § AT @ie@m4aoEE x 0 AO- T E

AUy1T AeoalUo CERAU-EedUBA6aé-ETT AyUCUI a6 4a
. Abae-EA-1 Ae éé(S}ﬁg@té)(t%lé\AﬂiﬁhMr&nga)OE ®6a4al a04aye
2. A6ae-EA-1T Ae émmmeAanAA%ﬁuayEeaagé)aoEiaeééqié(’)é
3. Abaé-EA-1T Aeé o agdd a aabidmiEyeasatd)@oRcHiTAReEy & 8 o) &

(Fully featured textual / binary message)

2.1° THTA ¥ «T e Single textual message

Single textual message URL Path

http://api.ants.co.th/sms/1/text/single

d-0 U e 0 ard Iﬁ)SXqu&sﬁaé%mﬁfhlE]orization A ®fitent type:

1 Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
1 Content-Type: application/json 1~ &p@lidation/xml

N\~ A

RequestbodyOE & A U0 A- T A &dadetdt & §BEHODG § EB-AD WG -TBEBAIBE 06 ¢

from: String

YyUCUAOG & Befidnar)®B a6 &EraniVuy8c6BO0 ]
& U E e110dza -oyAesaA sgiraltrievt, B o é ¥ §p U0 E @
to: Array 9f Strlpgs . . o
*required ArayAT E1 404y e @A Uaxo6 4 @6KA “-é(ﬁ@-&d"\ur@b—ﬁé
string A @ U Avdyil A B 4 § a2 A UiigrGaford Hrim(0 d by assCOoE
text: §tring ) L ~ R
A-1TARe6a@océcO{BEEGAaDDaABVEDRAOAY &

VERSION: 13.04.2018 5/38


http://api.ants.co.th/sms/1/text/single

00 essodh-0GEMs:FA O ETi A6ay ®AUx64a00

POST/smd 1/ text /single HTTR1.1

Host: api . ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZ&=
Content - Type: application /json

E

{
"from" : "WineShop",
"to" [
"66847781470",
"66819342499"
]1
"text" :"a - € \Gink B®p drand opening € 0 U bt faigetelassés.”
}

O 0 eJ808Respbse

HTTP1.1 200 OK
Content - Type: application /json

{
"bulkld" :"f5c4322c -10e7- a4le- 5528- 34fa0b032134" ,
"messages" ;[
{
"to" :"66847781470",
"status"
"groupld" : 0,
"groupName": "ACCEPTER"
"id" : 0,
"name": "MESSAGE_ACCEPTED"
"description”  :"Message accepted"
}1
"smsCount" : 1,
"messageld" : "4a54f0242f19 - b832- 1¢39-a7e7a2095f351ed2"

"to" :"66819342499",
"status"
"groupld" : 0,
"groupName": "ACCEPTER"
"id" : 0,
"name": "MESSAGE_ACCEPTED"
"description”  :"Message accepted"
}1
"smsCount": 1,
"messageld" : "9404a69cefl9 - 7a31- ba39- 92ace76a5f351ed2"
}
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https://dev.infobip.com/docs/send-sms

OO exMEA-6@sh BA O E) 464y 2AUx6AT6ET ®64aay

POST /sms/1/text/single HTTP/1.1

Host: api. ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Content - Type: application/xml

Accept: application/xml

<request>
<from>WineShop</from>
<to>
<to>66847781470</to>
<to>66819342499</to>
</to>
<text> & 0 € &ile 8p gand opening € O U il fdeogt grssed  </text>
</request>

~

O 0 éxiviLRespbnse

HTTP/1.1 200 OK
Content - Type: application/xml

<smsResponse>
<bulkld> f5c4322c - 10e7- a4le- 5528- 34fa0b032134 </bulkld>
<messages>
<message>
<to>66847781470</to>
<status>
<id> 0</id>
<groupld> O</groupld>
<groupName>ACCEPTEIgroupName>
<nameMESSAGE_ACCEP3JBBmMe>
<description> Message accepted </description>
</status>
<smsCount>1</smsCount>
<messageld>2250be2d4219- 3afl - 78856- aabe- 1362afledfd2 </messageld>
</message>
<message>
<to> 66819342499</to>
<status>
<id> 0</id>
<groupld> O</groupld>
<groupName>-ACCEPTEgroupName>
<nameMESSAGE_ACCEP3JBBmMe>
<description> Message accepted </description>
</status>
<smsCount>1</smsCount>
<messageld>9404a69cefl9 - 7a31- ba39- 92ace76a5f351ed2 </messageld>
</message>
</messages>
</smsResponse>


https://dev.infobip.com/docs/send-sms

227 TWT Vi T3 @K XTI HxT rolHKT H THFES  Multiple textual message

Multiple textual message URL path
http://api.ants.co.th/sms/1/text/multi

00 eJsoiA-0GsNs: EA O E1 40 4y DU 2@ A

POST/smd 1/text / multi HTTR1.1

Host: api . ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZ&=
Content - Type: application /json

Accept: application /json

{
"messages" ;[
{
"from" :"ANTS,
"to" [
"66924482345",
"66813457132"
]1
text' "€ € 08 006UOAI &~ AT AI
}1
{

"from" :"InfoSMS",
"to" :"66812345678",

~

wext' :"End of SeasonfSalesO OXR240 iCH
k t UOUééA&vvaahtE.'@.thA—Tél]%YB

~

O 0 eResponsedsBNA 0 &nMsdh BA O ET 46 4y aeOU

HTTP1.1 200 OK
Content - Type: application /json

{
"bulkld" :"5028e2d42f19 - 42f1 - 4656- 351e- a42¢191e5fd2" ,
"messages"” ;[
{
"to" :"66924482345"
"status"
"groupld" : 0,
"groupName": "ACCEPTER"
"id" : 0,
"name": "MESSAGE_ACCEPTED"
"description”  :"Message accepted"
}1

"smsCount" : 1,

"messageld" : "4242f196ba50 - a356- 2f91 - 831c4aas55f351ed2"

2
{
"to" :"66812345678",
"status" {
"groupld" : 0,

"groupName": "ACCEPTEDR"
"id" 10,

&
0

¢


http://api.ants.co.th/sms/1/text/multi

"name": "MESSAGE_ACCEPTED"
"description”  : "Message accepted”

2

"smsCount" : 2,
"messageld” : "5f35f87a2f19 -al4l- 43a4-91cd81h85f8c689"

2.37 TWTW Vi Tl Single Binary message

~

-

EfAO-1 Ex U frkhéetné AR A Géteik-@uliAdy B o ¢ 1 Al
Single Binary message URL path

http://api.ants.co.th/sms/1/binary/single

AUAE OO @6 ¢ O-sihazkibos & ~TEAS & A A & @B do it XJHBNERAA)-ao
7 G - e-EA-1

A N= A

Aeé

from: String
JUCUAG & Belidnon) B a6 EBATVUY BEAOO &
& U E e110dza -oyAesaA agiraltievt, B s é¥ i p U0 @
to: Array of Strlngs
*required arayAT E1 408y ®eAUa06 & @0AAN-a-0 G QP wd Urgh- 6
string A @ U Ady A B 4 § aA Uummaaor@ﬁ B0 d eEbyAICIoE
text: String
A-1Ae6a@oé¢cO-1TEA6GAERE-EI 61 404y a
hex: StringA ) o
I 6 AauUuaAAa& dekare |61aEththOIUN-‘dr€EE&@HAmME&}tBo&J
O-eayReét Al - Ao aindryy BB X 2 M- 16y da &
byieAefl A AER O- 1 ExénpleBoncisdb@sadaE AUA G & é -
dataCoding: Integer
y UC U A &%#Té%ar@%'“ il Ag-6Uavaoeéeon
a6e0agdasl AEE®6aONAYO6( Aodod @6 ¢ é -

esmClass: Integer

0o éEsAl_Uaé;” parameter U = E 0
A - i RadlcoAeivOE A § A 6

-~
~ hY

1
ycaeAo

Ax+EA-siishe6 8@ T
U


http://api.ants.co.th/sms/1/binary/single
http://www.3gpp.org/DynaReport/23038.htm

O 0 eIsoN-60 EiMes(Birkry)

POST/smd 1/ binary /single HTTR1.1

Host: api . ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZ&=
Content - Type: application /json

Accept: application /json

{
"from" :"InfoSMS" ,

"to" [
"66928881111",
" 66928804567

]

"’binary" {
"hex" : " 48 65 6¢ 6¢ 6f 20 77 6f 72 6€ 64 2C 20 ce 9a ce bl ce bb ce b7 ce bc el bd b3 cf
81 ce bl 20 ce ba el bd b9 cf 83 ce bc ce b5 2¢ 20 e3 82 b3 €3 83 b3 €3 83 8b €3 83 81 €3 83
8f ",
"dataCoding" : 8,
"esmClass" : 0

O 0 eJBOMResportsdd O &MS(BInGry)

HTTP 1.1 200 OK
Content - Type: application /json

{
"bulkld" :"5028e2d42f19 - 42f1 - 4656- 351e- a42¢191e5fd2" ,
"messages” ;[
{
"to" :"66928881111",
"status"
"groupld" : 0,
"groupName": "ACCEPTER"
"id" : 0,
"name": "MESSAGE_ACCEPTED"
"description”  :"Message accepted"
2
"smsCount" : 1,
"messageld" : "465650242f19 - 4656- c191- a42e87655f351ed2"
I3
{
"to" :"66928804567",
"status"
"groupld" : 0,
"groupName": "ACCEPTER"
"id" : 0,
"name": "MESSAGE_ACCEPTED"
"description”  :"Message accepted"
2
"smsCount" : 1,
"messageld" : "1234aba32f19 - 3c31- b294- 76ad87655f351ed2"
}
]
}
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2.47 T Vi T3 @K XF¥ ExT rolHKT H TH@S Multiple Binary message

Multiple Binary message URL Path
http://api.ants.co.th/sms/1/binary/multi

1080

&
=,
®
(=}
5
-
8.
&
&

00 eJsoM-OO&ENMSBIryd UAOET 406 4y U &

POST/ smd 1/ binary / multi HTTR1.1

Host: api . ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZ&=
Content - Type: application /json

Accept: application /json

{

308 ¢

"messages” ;[

"from" : "InfoSMS" ,

"to" :"66928881111",

"binary” :{
"hex" : "54 65 73 74 20 6d 65 73 73 61 67 65 2e" ,
"dataCoding" : 0,
"esmClass" : 0

}

b

{
"from" :"ANTS,

"to" :"66928882222",
"binary” :{
"hex" : "d1 82 d0 b5 d1 81 d1 82 d0 b8 d1 80 dO b0 d1 9a dO b5 20 d1 9b d0 b8 d1 80d0b8d0b
b dO b8 d1 86 dO b5"
"dataCoding" : 8,
"esmClass" : 0

00 eJsoM-GEMs iy UA0ET 464y 2BV a2dhd 46 Rieadd g ¢ RiOA0

"bulkld" :"1036A4cb- 803a- 4a73- a5a6- 7e4fc3791722" ,
"messages"” [

{
"to" :"66928881111",
"status" i
"groupld" :7,
"groupName": "PENDING},
“id" o7,
"name": "PENDING_ENROUTE"
"description”  : "Message sent to next instance"
I3
"smsCount" : 1,
"messageld" : "1254df3e - ab62- 15af5 - 230b- 14d8e65¢7540"
h
{
"to" :"66928882222",
"status" i
"groupld” :1,
"groupName": "PENDING}
"id" 17,
"name": "PENDING_ENROUTE"
"description”  : "Message sent to next instance"
3
"smsCount" : 1,
"messageld"” : "1877df3e - 4b62- 465 - 819b- 14d8e65c2291"
}


http://api.ants.co.th/sms/1/binary/multi
https://dev.infobip.com/docs/send-sms
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3.1 Fully featured textual message

AU\I(\)éA-TUGCEﬁy\Ié AAoUYU -fénEionsBéGE@é@"TﬂBA

@-eEi U- éaeé%bééﬁééﬁéﬁii@(ﬁhéﬁé&%ay“ e\ selEAee Y NEQWD- Vo aACO

Fully featured textual messag®&RL path

http://api.ants.co.th/sms/1/text/advanced

O 0 éPahaldeder
bulkid: String
a1 0 & feduekt @G 3 - IBu 1D -AToYa AdT O ADEE -
from: Strlng
JUCUAOG & BeficdNarl) & B & 6 & B & T u‘aay BeBOo0 e
é 0 E &é1t0&a -oyAfedaA agfiaralhiénvt, B 6 @ ¥ § ¢ U 0 B ¢
to: Array of Strings
*required arayAT E1 808y AU a @OARA 8 -0 G QP sed WUigh- 0
sringA@U Ayl ABA Y & A U.rmmaaorﬁl B0 d eEbyAICI0E
messageld: String oL o R L
yuCcuai oé@ocaa-I CCOAOUU-EUT AA

text: String

intermediateReport: Boolean

Yy UCUA& 6 &el-fmblnferbrediat delifedirddod @ 6 ¢ E frabdik Seer E
AT EZ-UG6 Q06 ¢ aod Abed Al i L'J(N)A—-c')éé— )¢
notifyUrl: String

D=0 ueo lﬁ%ﬂj&}%a&(érﬁﬁglﬁé O-1TE Zb@ivéy/éeﬂort) 8 - E¢
notifyContentType: Strlng
A C Gontekd §pe AT E D divéry kel Yde@idation/json 1 &p@lidation/xml.

callbackData: Strmg ) . ) ) ) o
A-T a0l ¢ UgyRHWAGO6aB6¢ O-17T EAOG A
validityPeriod: Integer
AC6i UOananfnyeao Al BAe Whwda Aaddoi
AaAUUERA@C6A6aAaAye6AACARE6AOAE - E
AOR UACUEWeAIUBB & i o Wt d- el EAEmGED ¢
sendAt: DateTime

co0UgPocAenyeae6@6cO-1TEAG6aAI - A-1 A
4 U Uah timBFrormat: 2015-07-07T17:00:00.000+01:00

track: String . R L - o s
AE- 6C61 adent-OA el Oa QARABAR YOA -6
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http://api.ants.co.th/sms/1/text/advanced

O 0 eJsoNv-O&EMSA B U O U g datbrdd tetudl hekkage

POST/smd 1/ text / advanced HTTR1.1

Host: api.ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZ&=
Content - Type: application /json

{
"bulkld" :"BULK-ID-123- xyz" ,

"messages" ;[
{
"from" :"InfoSMS" ,
"destinations" [
{
"to" :"66928889988",
"messageld" : "MESSAGHD- 123- xyz"
I3
{
"to" :"66923801234"
}
], A~ A - ~ ~ ~
text' "A AU OO Aé OKR23
"flash" : false ,
"language” :{
"languageCode" : "TR",
"single Shift" : true
"lockingShift" : false

3

"transliteration” : "TURKISH",

"intermediateReport" : true

"notifyUrl"  : "http://www.example.com/sms/advanced" ,
"notifyContentType"  : "application/json" ,
"callbackData" :"DLR callback data"

"validityPeriod" : 720

"from" :"ANTS,
"destinations” [
{
"to" :"66869909988"
}
1,

"text” :"Along time ago, in a galaxy far, far away... It is a period of civil war. R
ebel spaceships, striking from a hidden base, have won their first victory against the evil G
alactic Empire." ,
"sendAt" :"2015-07-07T17:00:00.000+01:00"
}
1,
"tracking”
"track" :"SMS",
"type" :"MY_CAMPAIGN"
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O 0 éResponsedsBNA 0 &MsA F U @ U A iéatized ixtimaionésddge

HTTP 1.1 200 OK
Content - Type: application /json

{
"bulkld" : "BULK ID-123-xyz",
"messages” [
{
"to" :"66928889988",
"status"
"groupld” :0,
"groupName": "ACCEPTER"
"id" 0,
"name": "MESSAGE_ACCEPTED"
"description”  :"Message accepted"
3
"smsCount" : 1,
"messageld" : "MESSAGHD- 123- xyz"

"to" :"66923801234",
"status" {
"groupld" : 0,
"groupName": "ACCEPTER"
"id" : 0,
"name": "MESSAGE_ACCEPTED"
"description”  : "Message accepted"
3
"smsCount" : 1,
"messageld" : "9304a5a3ab19- 1cal- be74- 76ad87651ed25f35"

"to" :"66869909988" ,
"status"
"groupld” :0,
"groupName": "ACCEPTER"
"id" 0,
"name": "MESSAGE_ACCEPTED"
"description”  :"Message accepted"
2
"smsCount” : 2,
"messageld" : "5f35f87a2f19 -al4l- 43a4-91cd81b85f8c689"
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POST /sms/1/text/advanced HTTP/1.1

Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Content-Type: application/xml

<request>
<bulkld>BULK-ID-123-xyz</bulkld>
<messages>
<message>
<from>InfoSMS</from>
<destinations>
<destination>
<t0>66928889988</to>
<messageld>MESSAGE-ID-123-xyz</messageld>
</destination>
<destination>
<t0>66923801234</to>
</destination>
</destinations>
<ext>A 8 0 O6 A é O kifssr U 6A € @ & A e i GLBEREEEN Bbo%</dext-© 8 4 0 8 A 0 &
<flash>false</flash>
<language>
<languageCode>TR</languageCode>
<singleShift>true</singleShift>
<lockingShift>false</lockingShift>
</language>
<transliteration>TURKISH</transliteration>
<notifyUrl>http://www.example.com/sms/advanced</notifyUrl>
<notifyContentType>application/json</notifyContentType>
<callbackData>DLR callback data</callbackData>
<validityPeriod>720</validityPeriod>
</message>
<message>
<from>ANTS</from>
<destinations>
<destination>
<t0>66869909988</to>
</destination>
</destinations>
<text>A long time ago, in a galaxy far, far away... It is a period of civil war. Rebel spaceships, striking from a hidd
en base, have won their first victory against the evil Galactic Empire.</text>
<sendAt>2015-07-07T17:00:00.000+01:00</sendAt>
</message>
</messages>
</request>
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HTTP/1.1 200 OK
Content-Type: application/xml

<smsResponse>
<bulkld>BULK-ID-123-xyz</bulkld>
<messages>
<message>
<t0>66928889988</to>
<status>
<groupld>0</groupld>
<groupName>ACCEPTED</groupName>
<id>0</id>
<name>MESSAGE_ACCEPTED</name>
<description>Message accepted</description>
</status>
<smsCount>1</smsCount>
<messageld>MESSAGE-ID-123-xyz</messageld>
</message>
<message>
<t0>66923801234</to>
<status>
<groupld>0</groupld>
<groupName>ACCEPTED</groupName>
<id>0</id>
<name>MESSAGE_ACCEPTED</name>
<description>Message accepted</description>
</status>
<smsCount>1</smsCount>
<messageld>9304a5a3ab19-1cal-be74-76ad87651ed25f35</messageld>
</message>
<message>
<t0>66869909988</to>
<status>
<groupld>0</groupld>
<groupName>ACCEPTED</groupName>
<id>0</id>
<name>MESSAGE_ACCEPTED</name>
<description>Message accepted</description>
</status>
<smsCount>2</smsCount>
<messageld>5f35f87a2f19-a141-43a4-91cd81b85f8c689</messageld>
</message>
</messages>
</smsResponse>



3.2 Fully featured binary message
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Single Binary message URL path

http://api.ants.co.th/sms/1/binary/advanced

bulkld: String
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from: String
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POST/ smd 1/ binary /advanced HTTR 1.1

Host: api . ants.co.th
Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZe=
Content - Type: application /json

"bulkld" :"BULK-ID-123- xyz" ,
"messages” ;[
{
"from" :"InfoSMS" ,
"destinations" [

{
"to" :"66922808888",

"messageld" : "MESSAGHD- 123- xyz"
}l
{

}
]!
"binary" {
"hex" :"54 65 73 74 20 6d 65 73 73 61 67 65 2e"

"dataCoding" : 0,
"esmClass" : 0

"to" :"66931234567"

3
"intermediateReport" : true
"notifyUrl"  : "http://www.example.com/sms/advanced"
"notifyContentType"  : "application/json" ,
"callbackData" :"DLR callback data"
"validityPeriod" : 720
2
{
"from" :"ANTS,
"destinations" [
{
"to" :"66811235555"
}
1,
"binary" {

"hex" :"41 20 6C 6F 6E 67 20 74 69 6D 65 20 61 67 6F 2C 20 69 6E 20 61 20 67 61 6C
6178 792066 61 72 2C 2066 61 72 20 61 77 61 79 2E 2E 2E 2049 74 20 69 73 20 61 20 70 65
72 69 6F 64 20 6F 66 20 63 69 76 69 6C 20 77 6 172 2E 2052 6562 65 6C 20 73 70 61 63 65 73
68 69 70 732C 2073 74 72 69 6B 69 6E 67 20 66 72 6F 6D 20 61 20 68 69 64 64 65 6E 20 62 61
73 652C 2068 61 76 65 20 77 6F 6E 20 74 68 65 69 72 20 66 69 72 73 74 20 76 69 63 74 6F 72
79 20 61 67 61 69 6E 73 74 20 74 68 65 20 65 76 69 6C 20 47 61 6C 61 63 74 69 63 20 45 6D 70

69 72 65 2E"
"dataCoding" : 0,
"esmClass" : 0

}1
"sendAt" :"2015-09-29T17:00:00.000+01:00"
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HTTP 1.1 200 OK
Content - Type: application /json

{
"bulkld" : "BULK ID-123-xyz",

"messages” ;[
{

"to" :"66922808888"

"status" {
"groupld" : 0,
"groupName": "ACCEPTER"
"id" : 0,
"name": "MESSAGE_ACCEPTED"
"description”  :"Message accepted"

3

"smsCount" : 1,

"messageld” : "MESSAGHD- 123- xyz"

"to" :"66931234567",
"status" {
"groupld” :0,
"groupName": "ACCEPTER"
"id" 0,
"name": "MESSAGE_ACCEPTED"
"description"  :"Message accepted"”
3
"smsCount" : 1,
"messageld" : "9304a5a3ab19- 1cal- be74- 76ad87651ed25f35"

"to" :"66811235555",
"status" {
"groupld" : 0,
"groupName": "ACCEPTER"
"id" : 0,
"name": "MESSAGE_ACCEPTED"
"description  ":"Message accepted"
h
"smsCount" : 2,
"messageld" : "5f35f87a2f19 -al4l- 43a4- 91cd81b85f8c689"
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POST /sms/1/binary/advanced HTTP/ 1.1

Host: api. ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Content - Type: application/xml

<request>
<bulkld> BULKID- 123- xyz </bulkld>
<messages>
<message>
<from>InfoSMS</from>
<destinations>
<destination>
<to>66922808888</to>
<messageld>MESSAGHD - 123- xyz </messageld>
</destination>
<destination>
<to>66931234567</to>
</destination>
</destinations>
<binary>
<hex>54 65 73 74 20 6d 65 73 73 61 67 65 2e </hex>
<dataCoding> 8</dataCoding>
<esmClass>0</esmClass>
</binary>

<notifyUrl>  http://www.example.com/sms/advanced  </notifyUrl>
<notifyContentType> application/json </notifyContentType>

<callbackData> DLR callback data </c allbackData>
<validityPeriod>  720</validityPeriod>
</message>
<message>
<from>ANTS/from>
<destinations>
<destination>
<to>66811235555</to>
</destination>
</destinations>
<binary>

<hex>41 20 6C 6F 6E 67 20 74 69 6D 65 20 61 67 6F 2C 20 69 6E 20 61 20 67 61 6C 61 78
792066 61 72 2C 2066 61 722061 77 61 79 2E 2E 2E 2049 74 20 69 73 2061 20 70 65 72 69
6F 64 20 6F 66 20 63 69 76 69 6C 20 77 61 72 2E 20 52 65 62 65 6C 20 73 70 61 63 6
7073 2C 2073747269 6B 69 6E 67 20 66 72 6F 6D 20 61 20 68 69 64 64 65 6E 20 62 61 73 65
2C 2068 61 76 65 20 77 6F 6E 20 74 68 65 69 72 20 66 69 72 73 74 20 76 69 63 74 6F 72 79 20

61 67 61 69 6E 73 74 20 74 68 65 20 65 76 69 6C 20 47 61 6C
65 2E </hex>
<dataCoding> O</dataCoding>
<esmClass>0</esmClass>
</binary>
<sendAt>2015- 09- 29T17:00:00.000+01:00 </sendAt>
</message>
</messages>
</request>

61 63 74 69 63 20 45 6D 70 69 72
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HTTP/1.1 200 OK
Content - Type: application/xml

<smsResponse>
<bulkld> BULKID- 123- xyz </bulkld>
<messages>
<message>
<to> 66922808888</to>
<status>
<groupld> O</groupld>
<groupName>ACCEPTEgroupName>
<id> 0</id>
<name’MESSAGE_ACCEP3JBBme>
<description> Message accepted </description>
</status>
<smsCount>1</smsCount>
<messageld>MESSAGHD - 123- xyz </messageld>
</message>
<message>
<to>66931234567</to>
<status>
<groupld> 0</groupld>
<groupName>-ACCEPTEgroupName>
<id> 0</id>
<name-MESSAGE_ACCEPJEBMe>
<description> Message accepted </description>
</status>
<smsCount>1</smsCount>
<messageld>9304a5a3abl19- 1cal- be74- 76ad87651ed25f35 </messageld>
</message>
<message>
<to> 66811235555</to>
<status >
<groupld> O</groupld>
<groupName>ACCEPTEIgroupName>
<id> 0</id>
<nameMESSAGE_ACCEP3BBmMe>
<description> Message accepted </description>
</status>
<smsCount>2</smsCount>
<messageld>5f35f87a2f19 - al4l-43a4-91cd81b85f8c689 </messageld>
</message>
</messages>
</smsResponse>
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GEThttp://api.ants.co.th/sms/1/reports

bulkid: yUCUA]l 06 @0 € 35 reduec LD A AITUE EA € ATAD 4 ¢
@0 CEi ahauérd Dé A SoBEMRBLIPrnE edd BVErénAsd -4k
eéovaoa >Cu@ctcﬁ‘:’ﬁmﬁ(cl.l\(Mﬁ;sag@d& OMtiﬁedtextualmessagﬁ + ¢
da-a0- AGE D &uddidAdedBéehida (D& 1THAMEC 880D
messageld: yUCU&A]I 08 @0C¢ aa-aCLA O & BrREANRAIAD Gi
& - E A - & 6Raeoosaxc Aidoak idAGfisagdid & O rullcidided textual
messagel + € E i ééﬁ&MﬁDEMMQaam-Qal 00a
limit: EC6UeUeUEEUOAT EOAEOUDBOCEO-1TEAD
i ao6dANo@n aodax @rraEGojanmEoayABoasEeayE-acdUAC T A | e/
A6ae-EI Cééé()- TAAOUY YWao & B Eéﬁé@aeaee)aéé,&éé
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GET/smd 1/ reports HTTR1.1

Host: api. ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZ&=
Accept: application /json

Aé. 06 DO C e A EA- ) Aé 0ai &0 a Qi a (ﬁuéy&ba%ﬁlter%@ms@-éaEA
A 6 &nijpsGyBi-Busoser - 6abs- dabd-984d-ababi3s7ess2 Y A - Réqi@sUUAAL OER &8 O- a0 U&a64aE
messagelD Uo CU a

0o éWJSOI\E @) ﬁuAyéammetermessagelD

GET/ smd 1/ reports ?messageld=ff4804ef - 6ab6-4abd- 984d- ab3b1387e852 HTTR 1.1
Host: api. ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZEe=

Accept: application /json

U ATEsgagtm 0 CUA Ub0iad
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HTTP1.1 200 OK
Content - Type: application /json

{

"results" [
{
"bulkld" :"80664cOc - elca- 414d- 806a- 5cafl146463df" |,
"messageld” : "bcfb828b - 7df9 - 4e7b- 8715- f34f5c61271a"
"to" :"41793026731",
"sentAt" :"2015-02-12T09:51:43.123+0100" ,
"doneAt" :"2015-02- 12T09:51:43.127+0100" ,
"smsCount" : 1,
"price"
"pricePerMessage" : 0. 50,
"currency" :"THB
3
"callbackData" : "User defined data." ,
"status"
"groupld” :3,
"groupName": "DELIVERED
"id" 5,
"name": "DELIVERED_TO_HANDSET"
"description”  :"Message delivered to handset"

}

"error" i
"groupld" : 0,
"groupName": "OK",
"id" :0,
"name": "NO_ERROR"
"description”  :"No Error"
"permanent" : false

"bulkld" :"08fe4407 - c48f - 4d4b- a2f4 - 9ff583c985b8"
"messageld” : "12db39c3 - 7822- 4e72- a3ec- c87442c0ffc5"
"to" :"66847781470",
"sentAt" :"2015-02-12T09:50:22.221+0100" ,
"doneAt" :"2015-02- 12T09:50:22.232+0100" ,
"smsCount” : 1,
"price”
"pricePerMessage" :0.50,
"currency" :"CREDIT
h
"callbackData" : "reset password"
"status" {
"groupld" :3,
"groupName": "DELIVEREDY
"id" 5,
"name": "DELIVERED_TO_HANDSET"
"description"  :"Message delivered to handset"
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HTTRP1.1 200 OK

Content - Type: application

{

N

"results"

{

1 80:
ao-

/ json

1

"bulkld" :"8c20f086 - d82b- 48cc- b2b3- 3casf7acadfh”

"messageld" : "ff4804ef - 6ab6- 4abd- 984d- ab3b1387e852",

"to" :"41793026731" ,

"sentAt" :"2015-02-12T09:58:20.323+0100"

"doneAt" :"2015-02- 12T09:58:20.337+0100"

"smsCount" : 1,

"price" {
"pricePerMessage”
"currency" :"THB

1 0. 50,

I3

"status" i
“id" 5,
"groupld” : 3,
"groupName": "DELIVERED)
"name": "DELIVERED_TO_HANDSET"
"description”  : "Message delivered to handset"

I3

"error" {
"groupld" :0,
"groupName":
"id" 0,
"name": "NO_ERROR"
"description”  :"No Error"
"permanent” : false

"OK",

o@\Lu OrRq&sOUBO 0 Cﬁ‘IyCéA' 1

X\ Odal
T U-AoyUayoasoAa0ia - 1 & A ee-

AU
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5. Aiigg Message Logs
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from: String i . ) .
E o Ghd¥Nime)& S EBOJOCUOEE BT O0ey &eA i
to: Strings
iacay BMHda6-EAGE Ae o a
bulkld: String .
ai 0 & redue a é i
messageld: yucuai oe A(TAE@ECﬁeﬁaéﬁ—lA-CTC&’)é&c’baJQo ¢é-E
generalStatus: & x 6 U AT E Avestitms o) U K& A@6c EA-E Ae 6 a
& x 6 dudO-B E g
sentSince: DateTime
eoUPOCcAxRpeaeo@ocyadcae-EA-T A6
sentUntil: DateTime
eoUPocAeigue 68 UEEBUOTOEE-EA-T Ae
limit: Integer
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mcc: String )
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GET/smd 1/logs HTTR1.1

Host: api. ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZ&=
Accept: application /json

O 0 &Angahliedsage Logl @ &eny parametermessagelD

GET/smd 1/ logs ?messageld=2df1d520 - 714c- 4blc- ba71- 8b189df34954 , c82ch129- 1564- 435f - 2f51 - 34b750dc5¢75 HT
TR 1.1

Host: api. ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIcC2FtZ&=

Content - Type: application /json
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HTTR 1.1 200 OK
Content - Type: application /json

{

"results" [
{
"bulkld" : "bafdeb3d - 719b- 4cce- 8762- 54d47b40f3c5" ,
"messageld" : "2df1d520 - 714c- 4blc- ba71- 8b189df34954" ,
"to" :"66847781470",
"from" :"InfoSMS" ,
"text" :"Test SMS." ,
"sentAt" :"2015-06-17T17:41:11.833+0100" ,
"doneAt" :"2015-06-17T17:41:11.843+0100"
"smsCount" : 1,
"mccmnc'; "22801" ,
"price" {
"pricePerMessage” : 0. 50,
"currency" :"THB
3
"status" i
"groupld” : 3,
"groupName": "DELIVERED}
"id" :5,
"name": "DELIVERED_TO_HANDSET"
"description”  : "Message delivered to handset"
3
"error" {
"groupld” : 0,
"groupName": "OK",
"id" .0,
"name"; "NO_ERROR"
"description”  :"No Error"
"permanent" : false

"bulkld" :"06479ba3-5977- 4716 - 9346- fee0369bc76b" ,
"messageld" : "c82ch129 - 1564- 435f - 251 - 34b750dc5¢c75" ,
"to" :"66847781470",
"from" :"InfoSMS" ,
"text" :"Test SMS." ,
"sentAt" :"2015-06-16T17:40:31.773+0100" ,
"doneAt" : "2015-06- 16T17:40:31.787+0100" ,
"smsCount" : 1,
"mecemnc™: "22801"
"price" {
"pricePerMessage” : 0. 50,
"currency” :"THB

}

tatus"  {
"groupld" : 3,
"groupName": "DELIVERED!
"id" .5,
"name": "DELIVERED_TO_HANDSET"
"description”  :"Message delivered  to handset"
3
"error" {
"groupld” : 0,
"groupName": "OK",
"id" .0,
"name": "NO_ERROR"
"description”  :"No Error"
"permanent" : false
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I 6.1 SMS preview
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POST /sms/1/preview HTTP/ 1.1

Host: api. ants.co .th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Content - Type: application/json

{
}

"text" : "Let's see how many characters will remain unused in this message."

O 0 eV adae 0d3reEFondeitrH. 1 200 0k

{
"originalText": "Let's see how many characters will remain unused in this message."
"previews": [
{
"textPreview": "Let's see how many characters will remain unused in this message."
"messageCount": 1,
"charactersRemaining": 95,
"configuration": {}
}
]
}
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POST /sms/ 1/text/advanced HTTP/ 1.1

Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Content - Type: application/json

"bulkld™:" CUSTONBULKID-1",
"messages"|

{
"from™:" ANTS,
"destinations":[
{
"to":" 66847781470,
"messageld™:" CUSTOMESSAGHD- 1"
h
{
"to":"  66924675789",
"messageld™"” CUSTOMIESSAGID-2"
}
1,
"text™:" A long time ago, in a galaxy far, far away...
h
{
"from™" Verify "
"destinations™:[
{
"to":"  66812344244"
}
1,
"text": It is a period of civil war. Rebel spaceships, strlklng from a hidden base, have won
their first victory against the evil Galactic Empire.
}
]
}
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"bulkld": " CUSTONBULKID- 1",
"messages": [

{

}

"to": "  66847781470",
"status™; {
"groupld™: 1,
"groupName™: " PENDING
"id": 7,
"name™: " PENDING_ENROUTE
"description™: " Message sent to next instance

msCount": 1,
"messageld”: " CUSTOMIESSAGHD- 1"

"to": " 66924675789",

"status™: {

"groupld™: 1,

"groupName": " PENDING

"id": 7,

"name™: " PENDING_ENROUTE

"description™: " Message sent to next instance "
h

"smsCount™: 1,
"messageld": " CUSTOMIESSAGHD- 2"

"to":  "66812344244",
"status™: {
"groupld™: 1,
"groupName": " PENDING
"id": 7,
"name": " PENDING_ENROUTE
"description": " Message sent to next instance

}

"smsCount™: 1,
"messageld”: " 06df139a - 7eb5- 4a6e- 902e- 40e892210455"
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6.3 Two Factor Authentication (2FA) / OTP

2-Factor authentication 2FAR 67T UA B0 A6 A BOCE-83 sdaspuaaBOoeBBAAR
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USER

APPLICATION OPERATORS

1. Phone number !
|

2. Send PIN request (phone number)

3. Send PIN respone (PIN 1D)

4. Number lookup request (phone number)

|
|
|
|
|
| 5. Number lookup response
|
|
|

6. Number lookup response

I 7. Send SMS (PIN)
|
|
|
|
|
|
|
|
|
|

8. Send SMS (PIN)

9. Delivery report

10.PIN
I 11. Verify PIN request (PIN, PIN 1D)
12. Verification response
Note
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1. Application setup
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2. Message template setup
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3. Send PINmessage
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(" Aoplication { Message Send PIN

\ PP ) \_ template / message

PINs are generated by our system and sent out using message templates. You can have one or more message
templates in each application and you can reuse each template to send out PINs as many times as you like.

4. Verify PIN

Sending out the PIN is just the first step. Once the end user received the PIN to confirm his identity, you will need to
verify if the PIN is correct and valid.

6.3.1 Application Setup . _
§ Create a new 2FA/OTP application: A 0 éaﬁ)lﬁaﬁormﬁ a-

1 Listall 2FA/OTP applications:A 6 a C)aﬂpﬁaéorﬁ@bé@l‘f I a CN)
T Get 2FA/QOTP application by ID: A6 a %pﬁcﬁioﬁ@\-@éﬁﬁ
1 Update an 2FA/OTP application: A 6 a Tapﬁ)ic&i(% 6 (%]




2FA/OTP Resource & Description

https://api.ants.co.th/2fa/2/applications

name* string
enabled boolean
configuration object
>pinAttempts integer
>pinTimeToLive string
>verifyPinLimit string

>sendPinPerApplicationLimit  string

>

sendPinPerPhoneNumberLimit

string

>allowMultiplePinVerifications boolean

2FA application name.

Indicates if the created application is enabled.
Created 2FA application configuration.

Number of possible PIN attempts.
Default value: 10

PIN time to live.
Default value: 15m(Time format)

Number of PIN verification requests in time interval from one phone
number (MSISDN).

Default value: 1/3s (Limit format)

Overall number of requests in time interval for generating a PIN and

sending an SMS using single application.

Default value: 10000/1d (Limit format)

Number of requests in time interval for generating a PIN and sending

an SMS to one phone number (MSISDN).
Default value: 3/1d (Limit format)

Default value: true. Tells if multiple PIN verification are allowed.
2FA application ID.

2FA application name.

Indicates if the created application is enabled.

Process tracking ID. You can track conversion rate across 2FA process
using multiple parameters.

applicationld string
name string
enabled boolean
processld string
Time format
1 Format: {timeLength}{timeUnit}
1 timelength: positive integer
1 timeUnit: milliseconds ms, seconds s, minutes m hours h, days d
1 Examples: 15m, 1h, 2d
Limit format
1 Format: {attempts}/{timeLength}{timeUnit}
1 attempts: positive integer
1 timelength: positive integer
1 timeUnit: milliseconds ms, seconds s, minutes m hours h, days d
1 Examples: 10/15m, 2/10s



Request create new application example

~

A frethod U 6 C Ardwlepldatiod - 6 E
POSThttps://api. ants.co.th  /2fa/2/applications

JSONRequest Example

POST /2fa/2/applications HTTP/1.1

Host: api.ants.co.th

Content - Type: application/json

Accept: application/json

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

{

"name™:" Test application BASIC

"configuration™: {
"pinAttempts™: 10,
"allowMultiplePinVerifications": true ,
"pinTimeToLive™ "  15n,
"verifyPinLimit": " 1/3s ",
"sendPinPerApplicationLimit": " 10000/1d ",
"sendPinPerPhoneNumberLimit: " 3/1d "

}

"enabled";  true

PHP Request Example
<?php
$curl = curl_init();

curl_setopt_ array ($curl, array(
CURLOPT_URL =>Hhttps://api. ants.co.th /2fa/2/applications
CURLOPT_RETURNTRANSFER => true,
CURLOPT_ENCODING =>"",
CURLOPT_MAXREDIRS => 10,
CURLOPT_TIMEOUT => 30,
CURLOPT_HTTP_VERSION => CURL_HTTP_VERSION 1 1,
CURLOPT_CUSTOMREQUESPOST",

CURLOPT_POSTFIELDS =\ n \"namé\": \ "Test application BASIC \", \'n \"configuraton \"™{ \n \ "pinA
ttempts \": 10, \n \ "allowMultiplePinVerifications \":true, \n \ "pinTimeToLive \": \"15m\", \n
\ "verifyPinLimit \" \"1/3s \", \n \ "sendPinPerApplicationLimit \": \"10000/1d \", \n \ "sendPinPerP

honeNumberLimit \": \"3/1d \"\n }, \n \"enabled \":true \n}",
CWRLOPT_HTTPHEADER array (
"Authorization: Basic QWxhZGRpbjpvcGVuUlHNIc2FtZQ==",
"Content - Type: application/json"
),
)i

$response = curl_exec ($curl);
$err = curl_error  (Scurl);

curl_close ($curl);
it ($err) {
echo "cURL Error #: " . $err;

} else {
echo $response;
}
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JSONResponse 200 OK

{
"applicationld"; " 797493BB352B7B84588F108CEBAAE43E
"name": " Test application BASIC
"configuration": {
"pinAttempts™: 10,
"allowMultiplePinVerifications": true ,
"pinTimeToLive": " 15m,
"verifyPinLimit": " 1/3s ",
"sendPinPerApplicationLimit"; " 10000/1d ",
"sendPinPerPhoneNumberLimit"; " 3/1d "
h
"enabled":  true ,
"processid": " 7C07B0O0C815FE79426ABD09702F2352F
}

JSONResponse 400 - Name parameter missing

{
"requestError": {
"serviceException™: {
"messageld”: " BAD_REQUEST
"text": "[name : may not be null]
}
}
}

JSONResponse 400 - Incorrect limit format

{
"requestError": {
"serviceException™: {
"messageld”: " BAD_REQUEST
"text": "[configuration.sendPinPerApplicationLimit : Limit format should be \ "{attempts}/{ti
meLength}{timeUnit} \". Time units can be: ms, s, m, h, d]"
}
}
}

JSONResponse 400 - Incorrect time format

{
"requestError": {
"serviceException™: {
"messageld”: " BAD_REQUEST
"text": "[configuration.pinTimeToLive : Time format should be \ "{timeLength}{timeUnit} \".Ti
me units can be: ms, s, m, h, d]"
}
}
}

VERSION: 13.04.2018 35/38



List all 2FA/OTP Applications

Use this method to get all 2FA applications for your account.

GET https://api. ants.co.th /2fa/2/applications

JSONGET Example

GET /2fa/ 2/applications HTTP/ 1.1

Host: api.ants.co.th

Content - Type: application/json

Accept: application/json

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

JSONResponse 200 OK

[

{
"applicationld": " 0933F3BC087D2A617AC6DCB2EF5B8A61
"name™: " Test application BASIC 1
"configuration™: {
"pinAttempts™: 10,
"allowMultiplePinVerifications": true ,
"pinTimeToLive™ "  2h",
"verifyPinLimit"; " 1/3s ",
"sendPinPerApplicationLimit": " 10000/1d ",
"sendPi nPerPhoneNumberLimit": " 3/1d "
h
"enabled™:  true ,
"processid": " B63B57356B996AF0OE2EC669EDDD14980
h
{
"applicationld": " 5F04FACFAA4978F62FCAEBA97B37E9OF
"name™: " Test application BASIC 2
"configuration™: {
"pinAttempts™: 12,
"allowMultiplePinVerifications": true ,
"pinTimeToLive": " 10nY,
"verifyPinLimit": " 2/1s ",
"sendPinPerApplicationLimit": " 10000/1d ",
"sendPi nPerPhoneNumberLimit":" 5/1h"
h
"enabled™:  true ,
"processld": " 281EE180A3260FA64C74A5134634D6ES
h
{
"applicationld": " B450F966A8EF017180F148AF22C42642
"name™: " Test application BASIC 3
"configu ration": {
"pinAttempts": 15,
"allowMultiplePinVerifications": true ,
"pinTimeToLive": " 1h",
"verifyPinLimit": " 30/10s ",
"sendPinPerApplicationLimit": " 10000/3d ",
"sendPinPerPhoneNumberLimit": " 10/20m"
h
"enabled":  true ,
"processld": "  3E4900A3F32CC96B461DD221C6EF7BEC
}
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Get2FA/OTP Sngle application
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GET https://api. ants.co.th /2fa/2/applications / {applicationld}

JSONGET Single Application Example

GET /2fa/ 2/applications/ 0933F3BC087D2A617AC6DCB2EFSBSAGTITPA.1
Host: api.ants.co.th

Content - Type: application/json

Accept: application/json

Authorization: Basic Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

JSONResponse 200 OK

{
"applicationld": " 0933F3BC087D2A617AC6DCB2EF5B8A61
"name™: " Test application BASIC
"configuration™: {
"pinAttempts": 10,
"allowMultiplePinVerifications": true ,
"pinTimeToLive": " 2h",
"verifyPinLimit": " 1/3s ",
"sendPinPerApplicationLimit": " 10000/1d ",
"sendPinPerPhoneNumberLimit": " 3/1d"
2
"enabled™ true ,
"processid": " B63B57356B996AF0E2EC669EDDD 14980
}

JSONResponse 404 - ) $ AT AOT RO A@EOO

{
“requestError": {
"serviceException™: {
"messageld”: " APPLICATION_NOT_FOUND
"text":"  Application with given id cannot be found."
}
}
}

VERSION: 13.04.2018 37/38



2FA/OTP Update Application

A lEthod U 0 é /@ lﬁ gﬁﬁMation identified () -apé/icﬁtion/d.

PUT https://api. ants.co.th /2fa/2/applications / {applicationld}

JSONUpdate Single Application Example

PUT /2fa/2/applications/ 0933F3BC087D2A617AC6DCB2EF5BSAESITP/1.1
Host: api.ants.co.th

Content - Type: application/json

Accept: application/json

Authorization: Basic Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

{

"name":" Test application BASIC ,

"configuration": {
"pinAttemp ts": 10,
"allowMultiplePinVerifications": true ,
"pinTimeToLive": "  120nf,
"verifyPinLimit": " 1/3s ",
"sendPinPerApplicationLimit": " 10000/1d ",
"sendPinPerPhoneNumberLimit": " 3/1d"

}

"enabled":  true

JSONResponse 200 OK

{
"applicationld": " 0933F3BC087D2A617AC6DCB2EF5B8A61
"name™: " Test application BASIC
"configuration™: {
"pinAttempts": 10,
"allowMultiplePinVerifications": true ,
"pinTimeToLive": " 2h",
"verifyPinLimit": " 1/3s ",
"sendPinPerApplicationLimit": " 10000/1d ",
"sendPinPerPhoneNumberLimit": " 3/1d "
h
"enabled™ true ,
"processld™: " B63B57356B996AFO0E2EC669EDDD14980
}

JSONResponse 400 - Incorrect limit format

{
“requestError": {
"serviceException™: {
"messageld”:" BAD_REQUEST
"text": "[configuration.pinTimeToLive : Time format should be
me units can be: ms, s, m, h, d] "
}
}
}

VERSION: 13.04.2018 38/38
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6.3.2 MessageTemplate Setup

= =4 =4 =

A~

Create a new 2FA/OTP message template: A o] é.l\,éséage t@nﬁate Al a -

A~

List all 2FA/OTP message templates: A é O Elﬁeséa@ t@mélaéa Do é E I a 6

Get a single 2FA/OTP message template: y ao éM&Q&EAﬂplaﬂ\e @- (1155531

Update 2FA/OTP message template:T onR y Ol\@séa@téng{ate'l\ auee

2FA/OTP Message TemplateResource& Description

https://api.ants.co.th/2fa/1/applications Happlicationld} /messages/

applicationld  string

messageld string

pinPlaceholder string

messageText  string

pinLength int

pinType string

repeatDTMF  string

speechRate double

senderld string

language string

2FA application ID for which the requested message is created.
Message template ID.

PIN code placeholder. Right before sending SMS, PIN code placeholder will be replaced
with generated PIN code.

Text of a message that will be sent. Message text must contain pinPlaceholder
PIN code length.

Type of PIN code that will be generated and sent as part of 2FA message. You can set
PIN type to numeric, alpha, alphanumeric or hex so parameter must have one of these
values: NUMERICALPHA ALPHANUMERI®©r HEX

In case PIN message is sent by Voice, DTMF code will enable replaying the message.

In case PIN message is sent by Voice, the speed of speech can be set for the message.
Supported range is from 0.5 to 2.

The name that will appear as the sender of the 2FA message (Example: CompanyName).

Language code of language in which message text is written. It is used for reading the
message when it is sent via voice. If no language is set, message will be read in English.
Supported languages are listed in the table below.

2FA/OTP Message Template supported languages

en
es
ca
zhcn
zhtw

English

Spanish

Catalan

Chinese - simplified
Chinese - traditional
French

German

Italian

Japanese

Korean

Portuguese
Brazilian Portuguese
Russian



Create a new2FA/OTP Message template

Use this method to create a new message template for an existing application.

POSThttps://api. ants.co.th  /2fa/l/applications/ {applicationld} / messages

JSONRequest Example

POST /2fa/1/applications/H)675435E3A6EA43432G5F37A635KI8B/messages HTTP/1.1
Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

Content-Type: application/json

{
"pinType":"  NUMERIC
"pinPlaceholder":" <pin>",
"messageText":" Your pin is <pin>
"pinLength™: 4,
"senderld":"  ANTSOTP,
"language™ " en",
"repeatDTMF": " 1#",
"speechRate™: 1

PHP Request Example
<?php
$curl = curl_init();

curl_setopt_array($curl, array(

CURLOPT_URL =>Hhttps://api.ants.co.th/2fa/1/applications/HI675435E3A6EA43432G5F37A635KJI8B/messages

CURLOPT_RETURNTRANSFER => true,

CURLOPT_ENCODING =5,

CURLOPT_MAXREDIRS => 10,

CURLOPT_TIMEOUT => 30,

CURLOPT_HTTP_VERSION => CURL_HTTP_|OERS 1,

CURLOPT_CUSTOMREQUESTPOST,

CURLOPT_POSTFIELDS =\ n \"pinType \": \"NUMERIE", \n \"pinPlaceholder \": \"<pin>\", \n \"messageText
\'": \"Your pin is <pin> \", \n \"pinLength \":4, \n \"senderld \": \"ANTSOTR", \n \"language \": \"en\", \n
\'"re peatDTMR": \"1#\", \n \"speechRate \": 1 \n}",

CURLOPT_HTTPHEADERaray (

"Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==",
"Content - Type: application/json"
),
)i

$response = curl_exec($curl);
$err = curl_error($curl);

curl_close($curl);

if ($err) {

echo "cURL Error#: " . $err;
} else {

echo $response;

}
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JSONResponse 200 OK

{
"messageld”: " 9117FAFA310FFB0259CFBDD2ECD247F2
"applicationid"; " 797493BB352B7B84588F108CEBAAE43E
"name™: " Test application BASIC
"configuration": {
"pinAttempts": 10,
"allowMultiplePinVerifications": true
"pinTimeToLive™ "  15m),
"verifyPinLimit": " 1/3s ",
"sendPinPerApplicationLimit": " 10000/1d ",
"sendPinPerPhoneNumberLimit™: " 3/1d"
3
"enabled":  true ,
"processld™: " 7C07B0O0C815FE79426ABD09702F2352F
}

JSON Response- 400 Invalid Argument

{

"requestError": {
"serviceException™: {
"messageld™ " INVALID_ARGUMENT
"text": " Invalid argument
}
}
}

JSONResponse- 404 Not Found

{

"requestError": {
"serviceException™: {
"messageld™: " APPLICATION_NOT_FOUND
"text™: " Application with given id cannot be found.
}
}
}

JSONResponse- 429 Too Many Requests

{

"requestError": {
"serviceException": {
"messageld™: " THROTTLE_EXCEPTION
"text™: " Too many requests. Try again later.
}
}
}
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List all 2FA/OTP Message templates

This method allows you to get all 2FA message templates for a specific application.

GET https://api. ants.co.th /2fa/l/applications/ {applicationld} /messages

JSONRequest Example
GET /2fa/l/applications/ HJ675435E3A6EA43432G5F37A635KIRRessages HTTP/1.1
Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Content - Type: application/json

JSONResponse - 200 OK

[

{
"messageld": " 9C815F8AF3328,
"applicationld": " HJ675435E3ABEA43432G5F37A635KJ8B
"pinPlaceholder": "<pin>"
"messageText™. " Your PIN is <pin>.

"pinLength™: 4,
"pinType™: " NUMERIC
"language™: " en",
"repeatDTMF": " 1#",
"speechRate™: 1

h
{
"messageld”: " 8F0792F86035A,
"applicationld": " HJ675435E3ABEA43432G5F37A635KJ8B
"pinPlaceholder": " <<>>
"messageText": " Your PIN is <<>>. ",

"pinLength"; 6,
"pinType™: " HEXA
"repeatDTMF": " 1#",
"speechRate™: 1.5

JSONResponse - 404 Not Found

{

"requestError": {
"serviceException": {
"messageld”: " MESSAGE_NOT_FOUND
"text": "  Message with given id cannot be found. "
}
}

VERSION: 13.04.2018 42/38



Get a single2FA/OTP Messagetemplate

This method allows you to get a single 2FA message template in specific application.

GET https://api. ants.co.th /2fa/l/applications/ {applicationld} / messages/{messageld}

JSONRequest Example

GET /2fa/ 1/applications/ HJ675435E3ABEA43432G5F37A635KIBBessages/ F66D67327326FCCHTTP/.1
Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

Content - Type: application/json

PHP Request Example
$curl = curl_init()

curl_setopt_array  ($curl, array (
CURLOPT_URL =>Mttps://api.ants.co.th/2fa/1/applications/HI6 75435E3A6EA43432G5F37A635KJ8B/messages/F6
6D67327326FCC,
CURLOPT_RETURNTRANSFER => true,
CURLOPT_ENCODING =>"",
CURLOPT_MAXREDIRS => 10,
CURLOPT_TIMEOUT => 30,
CURLOPT_HTTP_VERSIONGURL_HTTP_VERSION_1 1,
CURLOPT_CUSTOMREQUESTGET,
CURLOPT_HTTPHEADER&ray (
" Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
),
)

$response = curl_exec ($curl);
$err = curl_error  ($curl);

curl_close ($curl);

if ($err) {

echo "cURL Error#: " . $err;
} else {

echo $response;

}

JSONResponse - 200 OK

{
"messageld”: " F66D67327326FCG
"applicationld": " HJ675435E3ABEA43432G5F37A635KJ8B
"pinPlaceholder": "<pin>"
"messageText": " Your pin is <pin>

"pinLength": 6,

"pinType™: " ALPHANUMER|C
"senderld":"  ANTS OTP,
"language™: " en"

}

VERSION: 13.04.2018 43/38



Update 2FA/OTP Message template

This method allows you to update a 2FA message template for a specific application.

PUT https://api. ants.co.th /2fa/l/applications/ {applicationld} / messages/{messageld}

JSONRequest Example

PUT /2fa/1/applications/ HJ675435E3ABEA43432G5F37A635KIBBessages/ F66D67327326FCCHTTP/1.1
Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

Content - Type: application/json

"pinPlaceholder": "<pin>" |
"messageText": " Your pin is <pin>
"pinLength™: 6,

"pinType™: " ALPHANUMERIC
"senderld":" ANTSOTP,

"language™: " en",

"repeatDTMF™: " 1#",

"speechRate™ 1

JSONResponse - 200 OK

{
"messageld™ " F66D67327326FCC
"applicationld": " HJ675435E3AGEA43432G5F37A635KJ8B
"pinPlaceholder": "<pin>" |
"messageText™: " Your pin is <pin>

"pinLength": 6,

"pinType": " ALPHANUMER|C
"senderld”:"  ANTS OTR,
"language™ " en"
"repeatDTMF": " 1#",
"speechRate™: 1
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6.3.3 Create API key for 2FA/OTP
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API key documentation

Learn more about APl key and Advanced API key options here.

Create a new API key for client side methods with the permissions group TFA. This will limit usage of this APl key to a
required set of methods for Sending and verifying PIN.

POSThttps://api.ants.co.th/settings/1/accounts/_/api - keys

POST settings/1/accounts/_/api-keys HTTP/1.1

Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Content - Type: application/json

Accept: application/json

{
"name": " My two factor authorization API key
“permissions”: [
"TFA
]
}
{
"name™: " My two factor authorization API key
"key": " C6DFA0B215B2CF24EF04794F718A3FC8
"publicApiKey": " 7bd7d59cfe90e4d32b1d2f20d39c86df -fbaa8670 - 1008- ac7a- 398a- 3c11ac797c77",
"accountKey"™: "  EF04794F718A3FC8C6DFA0B215B2CF24
"permissions": [
"TFA
I
"enabled™  true
}

If successful, the response header HTTP status code will be 200 OK
Use the created publicApiKey for authorization in the request header like in the following example:

Authorization: App 003026bbc133714df1834b8628bb496e - 8f4b3d9a - €921- 478d- a994- 28a725159abh9



6.3.4 Send and verify PIN

Once you’ve created a 2FA application and message template, you are ready to start using the 2FA service and send
PIN codes to end users. You can send PINs as SMS or Voice message.

On this page you will learn how to:

M1 Send PIN over SMS
M1 Resend PIN over SMS

1 Verify PIN

2FA/OTP Resource & Description

https://api. ants.co.th’2fa/1/pin

to string Phone number to which the 2FA message will be sent. Example: 66847781470.
applicationld  string 2FA application ID.
messageld  string Message template ID that will be sent to a phone number.

Sender ID in numeric or alphanumeric format. If this parameter is not set, it will be

from strin , .
& automatically filled from the created message parameter sender.

Indicates if Number Lookup is needed before sending the 2FA message. If the parameter
value is true, Number Lookup will be requested before sending the SMS. If the value is
false, the SMS will be sent without requesting Number Lookup

Default value: true.

ncNeeded boolean

Status of sent Number Lookup. Number Lookup status can have one of the following
values: NC_DESTINATION_UNKNOWN, NC_DESTINATION_REACHABLE,
ncStatus string NC_DESTINATION_NOT_REACHABLE, NC_NOT_CONFIGURED.
If you get the NC_NOT_CONFIGURED status, you should contact us.
SMS will not be sent only if Number Lookup status is NC_NOT_REACHABLE.

Sent SMS status. Can have one of the following values: MESSAGE_SENT,

SmsStatus  string  \\boo GE NOT SENT

pinid string Sent PIN code ID.

callStatus string Call status. View possible call status codes.

Call status codes

BAD_REQUEST Provided request does not meet the required conditions.
PROCESSING Request is currently being processed.

PROCESSED Request has been successfully processed and answered by a human.
ANSWERED_MACHINE Request has been successfully processed and answered by a machine.
ERROR System error occurred during processing.

ERROR_NOT_ENOUGH_CREDIT. Not enough credits in the account balance to pay for the call.
ERROR_NETWORK_NOT_AVAIL/ We could not find the network for the given destination address.
ERROR_ROUTE_NOT_AVAILABL Route for TTS call is not set up on account.

ERROR_USER _BUSY User was busy during the call attempt(s).
ERROR_NO_ANSWER User did not answer the call(s).

UNDEFINED Request is undefined.


https://api.infobip.com/2fa/1/pin

Application configuation warning

When sending out PIN messages, one of the common HTTP response messages is 429 Too Many Requests.
The source of this message is often a security feature put in place on the application level. If you get too
many 429 messages, please review your Application settings.

Send PIN over SMS

This method allows you to generate and send a PIN code over SMS to the provided destination address.

POShttps://api.ants.co.th/2fa/1/pin

JSONRequest Example

POST /2fa/ 1/pin?ncNeeded= true HTTP/.1

Host: api.ants.co.th

Authorization: App 003026bbc133714df1834b8638bb496e - 8f4b3d9a - €931- 478d- a994- 28a725159ab9
Content - Type: application/json

{
"applicationld": " HJ675435E3AGEA43432G5F37A635KJ8B

"messageld™: " 0130269F44AFDO7AEBC2FEFEB30398A0
"from": " ANTS,
"to": "  66847781470"

PHP Request Example

<?php
Scurl = curl_init() ;
curl_setopt_array($curl, array (
CURLOPT_URL =>Https://api.ants.co.th [2fa/l/pin?ncNeeded=true ",

CURLOPT_RETURNTRANSFERue;
CURLOPT_ENCODING =>"",
CURLOPT_MAXREDIRS => 10,
CURLOPT_TIMEOUT => 30,
CURLOPT_HTTP_VERSION => CURL_HTTP_VERSION_1 1,
CURLOPT_CUSTOMREQUESTPOST,
CURLOPT_POSTFIELDS 24\ n \ "applicationld \": \"HJ675435E3A6EA43432G5F37A635KJ8B \ n \ "messagel
d\": \"0130269F44AFDO7AEBC2FEFEB30398A0\ n \"from\": \"ANTS", \n \"to \": \"41793026727\"\n}",
CURLOPT_HTTPHEADERarray (
" Authorization: App 003026bbc133714df1834b8638bb496e - 8f4b3d9a - €931- 478d- a994- 28a725159ab9",
"Content - Type: application/json "
)
)i

$response = curl_exec ($curl);
$err = curl_error  (Scurl);

curl_close ($curl);
if ($err) {
echo "cURL Error #: " . $err;

} else {
echo $response;
}
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JSONResponse - 200 OK

{
"pinld™ " 9C817C6F8AF3D48FIFE553282AFA2B67

"to": "  66847781470",
"ncStatus™: " NC_DESTINATION_REACHABLE
"smsStatus™: " MESSAGE_SENT

Resend PIN over SMS

This method allows you to resend the already created PIN over SMS.

POShttps://api.ants.co.th/2fa/1/pin/{pinid}/resend

JSONRequest Example

POST /2fa/l/pin/  9C817C6F8AF3D48FIOFES53282AFA2B@Eend HTTP/1.1

Host: api.ants.co.th

Authorization: App 003026bbc133714df1834b8638bb496e - 8f4b3d9a - €931- 478d- a994- 28a725159ahb9
Content - Type: application/json

JSONResponse - 200 OK

{
"to":"  66847781470",

"ncStatus™: " NC_DESTINATION_REACHABLE
"smsStatus": " MESSAGE_SENT
"pinld": " 9C817C6F8AF3D48FIFES53282AFA2B67

Verify PIN

This method allows you to verify the received PIN.

POShttps://api.ants.co.th/2fa/1/pin/{pinld}/verify

JSONRequest Example

POST/2fa/l/pin/  9C817C6F8AF3D48FIFES53282AFA2BGify HTTP/1.1

Host: api.ants.co.th

Authorization: App 003026bbc133714df1834b8638bb496e - 8f4b3d9a - €931- 478d- a994- 28a725159ahb9
Content - Type: application/json

{
"pin":"  1598"

}
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PHP Request Example
<?php
$curl = curl_init()

curl_setopt_array($curl, array(
CURLOPT_URL =>Https://api.ants.co.th/2fa/1/pin/9C817C6F8AF3D48FOFE553282AFA2B67/resend/voice
CURLOPT_RETURNTRANSFER => true,
CURLOPT_ENCODING =>"",
CURLOPT_MAXREDIRS => 10,
CURLOPT_TIMEDB> 30,
CURLOPT_HTTP_VERSION => CURL_HTTP_VERSION_1_1,
CURLOPT_CUSTOMREQUESTPOST,
CURLOPT_HTTPHEADERafray (
" Authorization: App 003026bbc133714df1834b8638bb496e - 8f4b3d9a - €931- 478d- a994- 28a725159ab9",
" Content - Type: application/json
),
)i

$response = curl_exec ($curl);
$err = curl_error  ($Scurl);

curl_close ($curl);

if ($err) {

echo "cURL Error#: " . $err;
} else {

echo $response;

}

JSONResponse - 200 OK

{
"pinld™ " 9C817C6F8AF3D48FIFES53282AFA2B67
"msisdn™: " 66847781470",
"verified": true ,
"attemptsRemaining™: 0
}

2FA/OTP ResponseDescription

Parameter Type Description

pinid String Sent PIN code ID.

msisdn String Phone number (MSISDN) to which the 2FA message was sent.
verified Boolean Indicates if the phone number (MSISDN) was successfully verified.

attemptsRemaining Integer = Number of remaining PIN attempts.
Indicates if any error occurs during PIN verification.

pinError String PIN error can have one of the following values: WRONG_PIN, TTL_EXPIRED,
NO_MORE_PIN_ATTEMPTS
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6.4 API Key: Advance

API Keys allow you to generate an authentication credential that is separate from your username and password. They
are independent from one another and are easily disposable. You should create unique API keys for each of your
applications or servers so that you can easily revoke them without disrupting other systems if needed.

Use API keys in your APl request headers like in this example:

Authorization: App 003026bbc133714df1834b8628bb496e - 8f4b3d9a - €921- 478d- a994- 28a725159ab9

Important

In order to manage your APl keys, Basic authorization needs to be used (as shown in examples below). You will not be
able to create or manage API keys with another API key.

Available methods:

Create new API key

List all API keys
Get single API key

Update APl key

= =4 —a -

API key model

Key used to uniquely identify the account. Use _ as parameter value for your current

accountKey  string
account or account key for sub accounts.

key string Key used to uniquely identify API key.
publicApiKey string Generated API Key for authorization.
name string APi key name for easy distinction between multiple API keys.

Array of allowed IP addresses for API call origin. If allowedIPs is not included, there will

allowedIPs arra L
¥ be no IP restrictions for API requests.

List of API permission collections. Possible values are ALL - for all APIs and TFA - for
permissions  array methods required to perform client side TFA. If permissions are not specified, ALL will be
set by default.
validFrom datetime Valid from date.

validTo datetime Valid to date.

enabled boolean = Whether API key is enabled for use.


https://dev.infobip.com/settings/account

Create a new API key

Use this method to create a new API key for your account or sub accounts.

POShttps://api.ants.co.th/settings/1/accounts/{accountKey}/api-keys

JSONRequest Example

POST settings/ 1/accounts/_/api - keys HTTP/ 1.1
Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Content - Type: application/json

Accept: application/json

{

"

"name": " Apikey1l ",
"allowedIPs": [
"127.0.01 ",
"192.168.1.1 "
1,
"permissions": [
"ALL"
]

"’\/alidFrom": " 2015-02-12T09:58:20.323+0100 ",
"validTo™ "  2016-02- 12T09:58:20.323+0100 "

JSONResponse

{
"name": " Apikey1l ",
"key™: " C6DFAOB215B2CF24EF04794F718A3F(C8
"publicApiKey": " 7bd7d59cfe90e4d32b1d2f20d39c86df -fbaa8670 - 1008- ac7a- 398a- 3c1lac797c77",
"accountKey":"  EF04794F718A3FC8C6DFA0B215B2CF24
"allowedIPs": [
"127.0.0.1 ",
"192.168.1.1 "
1,
"permissions": [
"ALL"

]
"validFrom™: " 2015- 02- 12T09:58:20.323+0100 ",

"validTo™ " 2016- 02- 12T09:58:20.323+0100 ",
"enabled":  true
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List all API keys

Use this method to list all APl keys for your account or sub account.

GEThttps://api.ants.co.th/settings/1/accounts/{accountKey}/api-keys

JSONRequest Example

GET settings/ 1/accounts/_/api - keys HTTP/ 1.1

Host: api. ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==
Content - Type: application/json

Accept: application/json

JSONResponse
{
"apiKeys": [
{
"key":" C6DFAO0B215B2CF24EF04794F718A3FC8
"publicApiKey": " 7bd7d59cfe90e4d32b1d2f20d39c86df - fbaa8670 - 1008- ac7a- 398a- 3c11ac797c77",

"accountKey": "  EF04794F718A3FC8C6DFAOB215B2CF24
"name": " permissions test key ALL
"allowedIPs": [

"127.0.0.1 ",

"192.168.1.1 "
1,
"validFrom™ "  2017- 03- 15T15:40:00.000+0000 ",
"validTo™ "  2017- 06- 15T15:40:00.000+0000 ",
"enabled":  true ,
"permissions": [

"ALL"
]
h
"key":" G5DFAO0B215B2CF24EF04794F718A3DF9
"publicApiKey": " 4ac7d59cf e90e4d32b1d2f20d39c86df - fbaa8670 - 1008- ac7a- 398a- 3cllac797a22",

"accountKey": "  EF04794F718A3FC8C6DFA0B215B2CF24
"name": " permissions test key ALL",
"allowedIPs": [
"127.0.0.1 ",
"192.168.1.1 "
1,
"validFrom™ " 2017-03- 15T15:40:00.000+0000 ",
"validTo™ "  2017- 06- 15T15:40:00.000+0000 ",
"enabled":  true ,
"permissions”: [
"ALL"
]
}
]
}

You can also filter keys by enabled parameter like this:

GEThttps://api.ants.co.th/settings/1/accounts/ /api-keys?enabled=true
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Get a single API key

Use this method to get a single API key for your account or sub account.

GEThttps://api.ants.co.th/settings/1/accounts/{accountKey}/api-keys/{key}

JSONRequest Example

GET settings/ 1/accounts/_/api - keys/ C6DFA0B215B2CF24EF04794F718A3FEF TPA.1
Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

Content - Type: application/json

Accept: application/json

JSONResponse

{
"name"™: " Apikey1l ",
"key": " C6DFA0B215B2CF24EF04794F718A3F(C8
"publicApiKey": " 7bd7d59cfe90e4d32b1d2f20d39c86df - fbaa8670 - 1008- ac7a- 398a- 3c11lac797c77",
"accountKey":"  EF04794F718A3FC8C6DFAO0B215B2CF24
"allowedIPs": [
"127.0.01 "
"192.168.1.1 '
1,
"permissions": [
"ALL"
]

"validFrom™: " 2015- 02- 12T09:58:20.323+0100 ",

"validTo": " 2016-02- 12T09:58:20.323+0100 ",
"enabled":  true

You can also get single API key by publicApiKey like this:

GEThttps://api.ants.co.th/settings/1/accounts/ /api-keys?publicApiKey=7bd7d59cfe90e4d32b1d2f20d39c86df-
fbaa8670-1008-ac7a-398a-3c11ac797c77

Or by name:

GEThttps://api.ants.co.th/settings/1/accounts/ /api-keys?name=Api+key+1
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Update an API key

Use this method to update a single API key for your account or sub account.

PUThttps://api.ants.co.th/settings/1/accounts/ {accountKey} /api - keys/ {key}

JSONRequest Example

PUT settings/1/accounts/_/api - keys/ C6DFA0B215B2CF24EF04794F718A3FET TP/1.1
Host: api.ants.co.th

Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

Content - Type: application/json

Accept: application/json

{
"name": " Apikey1l ",
"allowedIPs": [
"127.0.01 ",
"192.168.1.1 "
1,
"permissions": [
"ALL"
]

"validFrom": " 2015- 02- 12T09:58:20.323+0100 ",
"validTo": " 2016- 02- 12T09:58:20.323+0100 ",
"enabled":  true ,

JSONResponse

{
"name"™: " Apikey1l ",
"key™: " C6DFAOB215B2CF24EF04794F718A3FC8
"publicApiKey": " 7bd7d59cfe90e4d32b1d2f20d39c86df - fbaa8670 - 1008- ac7a- 398a- 3c11ac797c77",
"accountKey":"  EF04794F718A3FC8C6DFA0B215B2CF24
"allowedIPs": [
"127.0.0.1 ",
"192.168.1.1 "

]

permissions™: [

"ALL"
]
"validFrom": " 2015- 02- 12T09:58:20.323+0100 ",
"validTo™ " 2016-02- 12T09:58:20.323+0100 "
"enabled":  true
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6.5 T®JIHYX: =~ my (Get account balance )

Get account balance URL path

http://api.ants.co.th/account/1/balance
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GET/ account / 1/ balance HTTR1.1

Host: api . ants.co.th

Authorization : Basic QWxhZGRpbjpvcGVulHNIc2FtZ&=
Accept: application /json

-
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{
"balance" : 15000.79,

"currency" : "THB"

}

O 0 exviEA-GEdl saénee

GET /account/ 1/balance HTTP/ 1.1
Host: api. ants.co.th
Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

Accept: application/xml

s,
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HTTP/A.1200 OK
Content - Type: application/xml

<accountBalance>
<balance> 15000.79 </balance>
<currency> THB/currency>
</accountBalance>


http://api.ants.co.th/account/1/balance
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General Status Codes

Group ID Group Name Description
0 ACCEPTED Message is accepted.
1 PENDING Message is in pending status.
2 UNDELIVERABLE Message is undeliverable.
3 DELIVERED Message is delivered.
4 EXPIRED Message is expired.
5 REJECTED Message is rejected.

O 0 ed a6 b Aa¥ aee0stu@bie ResponseiTTP/1.1 200 OK

JSON
{
"groupld" : 3,
"groupName": "DELIVERED!
"id" 5,
"name": "DELIVERED_TO_HANDSET"
"description”  :"Message delivered to handset"
}
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Group id: 1 - PENDING (general status codes)
Message has been processed and sent to the next instance i.e. mobile operator.

ID Statusand Description

3 PENDING_WAITING_DELIVERY
Message has been processed and sent to the next instance i.e. mobile operator with request acknowledgment
from their platform. Delivery report has not yet been received, and is awaited thus the status is still pending.

7 PENDING_ENROUTE
I Message has been processed and sent to the next instance i.e. mobile operator.

26 PENDING_ACCEPTED
I Message has been accepted and processed, and is ready to be sent to the next instance i.e. operator.

Group id: 2 - UNDELIVERABLHEgeneral status codes)
Message has not been delivered.

ID Statusand Description

4  UNDELIVERABLE_REJECTED_OPERATOR
I Message has been sent to the operator, whereas the request was rejected, or a delivery report with status
"REJECTED" was reverted.

9 UNDELIVERABLE_NOT_DELIVERED
Message has been sent to the operator, but has failed to delivery, since a delivery report with status
"UNDELIVERED" was reverted from the operator.

Group id: 3 - DELIVERED (general status codes)
Message has successfully been processed and delivered.

ID Statusand Description

2 DELIVERED_TO_OPERATOR
 Message has been successfully sent and delivered to the operator.

5 DELIVERED_TO_HANDSET
Message has been successfully processed and delivered to recipient.

Group id: 4 - EXPIRED (general status codes)
Message has been sent, and has either expired due to being pending past its validity period (our platform default is 48
hours), or the delivery report from the operator has reverted the expired as a final status.

ID Statusand Description

15 EXPIRED_EXPIRED
The message was received and sent to the operator, however it has been pending until the validity period has
expired, or the operator returned EXPIRED status in the meantime.

29 EXPIRED_DLR_UNKNOWN
The message has been received and forwarded to the operator for delivery, however the delivery report from the
operator has not been formatted correctly, or has not been recognized as valid.



Group id: 5 - REJECTED (general status cdes)
Message has been received, but has either been rejected by ANTS, or the operator has reverted Rejected as final status.

ID
6

8

10

11

12

13

14

17

18

19

20

21

23

24

Statusand Description

REJECTED_NETWORK
Message has been received, but the network is either out of our coverage or not setup on your account. Your
account manager can inform you on the coverage status or setup the network in question.

REJECTED_PREFIX_MISSING
Message has been received, but has been rejected as the number is not recognized due to either incorrect number
prefix or number length. This information is different for each network and is regularly updated.

REJECTED_DND
I Message has been received, and rejected due to the user being subscribed to DND (Do Not Disturb) services,
disabling any service traffic to their number.

REJECTED_SOURCE
9 Your account is set to accept only registered sender ID-s while the sender ID defined in the request has not been
registered on your account.

REJECTED_NOT_ENOUGH_CREDITS
Your account is out of credits for further submission - please top up your account. For further assistance in topping
up or applying for online account topup service you may contact your account manager.

REJECTED_SENDER
I The sender ID has been blacklisted on your account via ANTS web portals - please remove the blacklist on your
account or contact Support for further assistance.

REJECTED_DESTINATION
I The destination number has been blacklisted either at the operator request or on your account via ANTS web
portals - please remove the blacklist on your account via sms.ants.co.th or contact Support for more information.

REJECTED_PREPAID_PACKAGE_EXPIRED
T Account credits have been expired past their validity period - please topup your subaccount with credits to extend
the validity period.

REJECTED_DESTINATION_NOT_REGISTERED
' Your account has been setup for submission only to a single number for testing purposes - kindly contact your
manager to remove the limitation.

REJECTED_ROUTE_NOT_AVAILABLE
I Message has been received on the system, however your account has not been setup to send messages i.e. ho
routes on your account are available for further submission. Your account manager will be able to setup your
account based on your preference.

REJECTED_FLOODING_FILTER
Message has been rejected due to a anti-flooding mechanism. By default, a single number can only receive 20
varied messages and 6 identical messages per hour. If there is a requirement, the limitation can be extended per
account on request to your account manager.

REJECTED_SYSTEM_ERROR
The request has been rejected due to an expected system error, please retry submission or contact our technical
support team for more details.

REJECTED_DUPLICATE_MESSAGE_ID
I  The request has been rejected due to a duplicate message ID specified in the submit request, while message ID-s

should be a unique value Ol ayg %’%{O&iﬁ& @lﬁow Elm&&j Message 1D

REJECTED_INVALID_UDH
I Message has been received, while our system detected the message was formatted incorrectly because of either
an invalid ESM class parameter (fully featured binary message APl method) or an inaccurate amount of characters
when using esmclass:64 (UDH). For more information feel free to visit the below articles or contact our Support
team for clarification.
https://en.wikipedia.org/wiki/User_Data_Header
https://en.wikipedia.org/wiki/Concatenated _SMS


https://en.wikipedia.org/wiki/User_Data_Header
https://en.wikipedia.org/wiki/Concatenated_SMS

ID Statusand Description

25 REJECTED_MESSAGE_TOO_LONG
I Message has been received, but the total message length is more than 25 parts or message text which exceeds
4000 bytes as per our system limitation.

51 MISSING_TO
 The request has been received, however the "to" parameter has not been set or it is empty, i.e. there must be valid
recipients to send the message.
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Group ID Group Name Description
0 OK No error.
1 HANDSET ERRORS Handset error occurred.
2 USER ERRORS User error occurred.
3 OPERATOR_ERRORS Operator error occurred.
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JSON
{
"groupld” : 0,
"groupName": "OK",
“id" 0,
"name": "NO_ERROR"
"description”  :"No Error"

"permanent” : false

Group id: 0 - OK (general error codes)
The request has been completed successfully.

ID Permanent Errorand Description

0 false NO_ERROR
I There is no error description provided. Mostly returned for successful delivery or when error code
was not returned by the operator.

Group id: 1 - HANDSET_ERRORS (general error codes)
The request has not been completed due to handset related issues.

ID Permanent Errorand Description

1 true EC_UNKNOWN_SUBSCRIBER
I The number does not exist or it has not been assigned to any active subscriber in the operator's
user database.

5 false EC_UNIDENTIFIED_SUBSCRIBER
 Unidentified Subscriber

6 false EC_ABSENT_SUBSCRIBER_SM
I The subscriber is detected unavailable, as there was no paging response from the handset. This is

often due to the handset being switched off or in low signal area. Applies to MAP protocol version
3.

8 false EC_ROAMING_NOT_ALLOWED
I The subscriber is currently in roaming at another country or other operator's infrastructure -
roaming delivery is not guaranteed due to lack of roaming agreements between many different
operators.



ID Permanent Errorand Description

9 true EC_ILLEGAL_SUBSCRIBER
T lllegal Subscriber

11 true EC_TELESERVICE_NOT_PROVISIONED
I The subscriber's mobile service has been suspended by the operator.

12 true EC_ILLEGAL_EQUIPMENT
T lllegal Equipment

13 false EC_CALL_BARRED
I The subscriber is set to DND (Do Not Disturb) service, opting out of receiving any service traffic to
their number.

21 false EC_FACILITY_NOT_SUPPORTED
Facility Not Supported

27 false EC_ABSENT_SUBSCRIBER
I The subscriber is offline in the network, as confirmed by the handset's paging response. This is
often due to the handset being switched off.

31 false EC_SUBSCRIBER_BUSY_FOR_MT_SMS
T Subscriber Busy For Mt SMS

32 false EC_SM_DELIVERY_FAILURE
1 SM Delivery Failure

33 false EC_MESSAGE_WAITING_LIST_FULL
T Message Waiting List Full

34 false EC_SYSTEM_FAILURE
System Failure

35 false EC_DATA_MISSING
 Data Missing

36 false EC_UNEXPECTED_DATA_VALUE
Unexpected Data Value

255 false EC_UNKNOWN_ERROR
Unknown Error

256 false EC_SM_DF_MEMORYCAPACITYEXCEEDED
SM DF Memory Capacity Exceeded

257 false EC_SM_DF_EQUIPMENTPROTOCOLERROR
f  SM DF Equipment Protocol Error

258 false EC_SM_DF_EQUIPMENTNOTSM_EQUIPPED
f  SM DF Equipment Not SM Equipped

259 false EC_SM_DF_UNKNOWNSERVICECENTRE
f  SM DF Unknown Service Centre

260 false EC_SM_DF_SC_CONGESTION
 SM DF SC Congestion

261 false EC_SM_DF_INVALIDSME_ADDRESS
f  SM DF InvalidSME Address

262 false EC_SM_DF_SUBSCRIBERNOTSC_SUBSCRIBER
9 SM DF Subscribernotsc Subscriber

500 false EC_PROVIDER_GENERAL_ERROR
I Provider General Error



502 false EC_NO_RESPONSE
I The message has been successfully processed and forwarded to the operator, but no response was returned
from the operator upon message submit request, or such error was reverted by the operator. The error also
applies to similar errors on SS7 network level.

503 false EC_SERVICE_COMPLETION_FAILURE
I Service Completion Failure

504 false EC_UNEXPECTED_RESPONSE_FROM_PEER
Unexpected Response From Peer

507 false EC_MISTYPED PARAMETER
 Mistyped Parameter

508 false EC_NOT_SUPPORTED_SERVICE
Not Supported Service

509 false EC_DUPLICATED_INVOKE_ID
I Duplicated Invoke Id

1024 false EC_OR_APPCONTEXTNOTSUPPORTED
App Context Not Supported

1025 false EC_OR_INVALIDDESTINATIONREFERENCE
Y Invalid Destination Reference

1026 false EC_OR_INVALIDORIGINATINGREFERENCE
' Invalid Originating Reference

1027 false EC_OR_ENCAPSULATEDAC_NOTSUPPORTED
Encapsulated AC Not Supported

1028 false EC_OR_TRANSPORTPROTECTIONNOTADEQUATE
I Transport Protection Not Adequate

1029 false EC_OR_NOREASONGIVEN
9 No Reason Given

1030 false EC_OR_POTENTIALVERSIONINCOMPATIBILITY
I  Potential Version Incompatibility

1031 false EC_OR_REMOTENODENOTREACHABLE
 Remote Node Not Reachable

1152 false EC_NNR_NOTRANSLATIONFORANADDRESSOFSUCHNATURE
9 No Translation For An Address Of Such Nature

1153 false EC_NNR_NOTRANSLATIONFORTHISSPECIFICADDRESS
No Translation For This Specific Address

1154 false EC_NNR_SUBSYSTEMCONGESTION
Subsystem Congestion

1155 false EC_NNR_SUBSYSTEMFAILURE
Subsystem Failure

1156 false EC_NNR_UNEQUIPPEDUSER
Unequipped User

1157 false EC_NNR_MTPFAILURE
 MTP Failure

1158 false  EC_NNR_NETWORKCONGESTION
I The request had failed due to network congestion at the time of submission.

1159 false EC_NNR_UNQUALIFIED
Unqualified

1160 false EC_NNR_ERRORINMESSAGETRANSPORTXUDT
I Error In Message Transport XUDT



1161 false EC_NNR_ERRORINLOCALPROCESSINGXUDT
9 ErrorIn Local Processing XUDT

1162 false EC_NNR_DESTINATIONCANNOTPERFORMREASSEMBLYXUDT
9 Destination Cannot Perform Reassembly XUDT

1163 false EC_NNR_SCCPFAILURE
9  SCCP Failure

1164 false EC_NNR_HOPCOUNTERVIOLATION
1 Hop Counter Violation

1165 false EC_NNR_SEGMENTATIONNOTSUPPORTED
I Segmentation Not Supported

1166 false EC_NNR_SEGMENTATIONFAILURE
I Segmentation Failure

1281 false EC_UA_USERSPECIFICREASON
I User Specific Reason

1282 false EC_UA_USERRESOURCELIMITATION
I User Resource Limitation

1283 false EC_UA_RESOURCEUNAVAILABLE
I Resource Unavailable

1284 false EC_UA_APPLICATIONPROCEDURECANCELLATION
9 Application Procedure Cancellation

1536 false EC_PA_PROVIDERMALFUNCTION
9  Provider Malfunction

1537 false EC_PA_SUPPORTINGDIALOGORTRANSACTIONREALEASED
9 Supporting Dialog Or Transaction Released

1538 false EC_PA_RESSOURCELIMITATION
I Resource Limitation

1539 false EC_PA_MAINTENANCEACTIVITY
1 Maintenance Activity

1540 false EC_PA_VERSIONINCOMPATIBILITY
Version Incompatibility

1541 false EC_PA_ABNORMALMAPDIALOG
I Abnormal Map Dialog

1792 false EC_NC_ABNORMALEVENTDETECTEDBYPEER
I Abnormal Event Detected By Peer

1793 false EC_NC_RESPONSEREJECTEDBYPEER
Response Rejected By Peer

1794 false EC_NC_ABNORMALEVENTRECEIVEDFROMPEER
I Abnormal Event Received From Peer

1795 false EC_NC_MESSAGECANNOTBEDELIVEREDTOPEER
Message Cannot Be Delivered To Peer

1796 false EC_NC_PROVIDEROUTOFINVOKE
9 Provider Out Of Invoke



Group id: 2 - USER_ERROR(@eneral error codes )

User error occurred.

ID Permanent Errorand Description

2049

2052

2053

4096

4100

4101

true

true

true

true

true

true

EC_IMSI_BLACKLISTED
f Number is blacklisted.

EC_BLACKLISTED_DESTINATIONADDRESS
I The destination number has been blacklisted either at the operator request or on your account via
ANTS web portals - please remove the blacklist on your account via sms.ants.co.th or contact Support
for more information.

EC_SOURCE_ADDRESS_BLACKLISTED
I Source address is blacklisted on ANTS account.

EC_INVALID_PDU_FORMAT
9 Invalid PDU Format.

EC_MESSAGE_CANCELED
I The request was received, but has not been sent to the next instance within its validity period, and is
expired with the appropriate error code EC_MESSAGE_CANCELED, or the same error code was
reverted from the operator.

EC_VALIDITYEXPIRED
I The message was sent to the next instance, and has not been delivered within the message validity
period, thus it is expired with the appropriate error code EC_VALIDITYEXPIRED or the error code was
reverted from the operator.

Group id: 3 - OPERATOR_ERROR®é€neral error codes )
The request has not been completed due to operator issues.

ID
10

20

51

71

501

2048

2050

2051

4097

4102

Permanent Errorand Description

true

false

true

false

false

false

true

false

false

true

EC_BEARER_SERVICE_NOT_PROVISIONED
I Bearer Service Not Provisioned

EC_SS_INCOMPATIBILITY
T SSIncompatibility

EC_RESOURCE_LIMITATION
 Indicates that invoked MAP operation could not be finished due the network congestion - this is an SS7
network congestion error on MAP protocol level.

EC_UNKNOWN_ALPHABET
1 Unknown Alphabet

EC_INVALID_RESPONSE_RECEIVED
9 Invalid Response Received

EC_TIME_OUT
 Time Out

EC_DEST_ADDRESS_BLACKLISTED
I The number was found blacklisted in the DND (Do Not Disturb) blacklist provided by the operator, or
the same error code was reverted by the operator.

EC_INVALIDMSCADDRESS
 Text blacklisted

EC_NOTSUBMITTEDTOGMSC
 Not Submitted To GMSC

EC_NOTSUBMITTEDTOSMPPCHANNEL
1 Not Submitted To Smpp Channel
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